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COOKIES POLICY

1. DEFINITIONS

WHAT ARE COOKIES?

Cookies and other similar technologies such as local shared objects, flash cookies
or pixels, are tools used by Web servers to store and retrieve information about
their visitors, as well as to enable the proper functioning of the site.

Through using these devices, the Web server is able to remember some data
concerning the user, such as their preferences for viewing the server’s pages,
their name and password, products that interest them most, etc.

WHAT ARE SCRIPTS?

A script is a piece of program code that is used to make our website work
correctly and interactively. This code runs on our server or on your device.

WHAT IS A WEB BEACON?

A web beacon (or pixel tag) is a small, invisible piece of text or image on a
website that is used to monitor traffic on a website. To do this, various data
about you is stored by these web beacons.

2. COOKIES AFFECTED BY, AND COOKIES EXEMPT FROM
REGULATIONS

According to the EU directive, the cookies that require the user’s informed
consent are analysis, advertising and affiliation cookies, while technical cookies
and those that are necessary for the operation of the website or the provision
of services expressly requested by the user are exempt.

3. TYPES OF COOKIES



DEPENDING ON THE PURPOSE

e Technical and functional cookies: allow the user to navigate through a
website, platform or application and the use of different options or
services available in it.

e Analysis cookies: allow the controller to monitor and analyse the
behaviour of the users of the websites they are linked to. The information
collected by this type of cookie is used to measure the activity of the
websites, application or platform and to carry out browsing profiling of
the users of said sites, applications and platforms, with the purpose of
introducing improvements in the analysis of the user data carried out by
service users.

e Advertising cookies: allow management, in the most efficient way
possible, of advertising spaces which, if applicable, the editor has included
in a website, application or platform from where requested service is
provided based on data such as the edited content or frequency with
which advertisements are made.

e Behavioural advertising cookies: collect information on the user’s
personal preferences and choices (retargeting) in order to allow
management, in the most efficient way possible, of the advertising spaces
which, if applicable, the editor has included in a website, application or
platform from where the requested service is provided.

e Social cookies: established by the social network platforms in the services
to allow content to be shared with friends and networks. The social media
platforms have the ability to track activity online outside the Services. This
may affect the content and messages seen in other services used.

o Affiliate cookies: allow you to track visits through links from other
websites, with which the website establishes affiliate agreements
(affiliate companies).

e Security cookies: store encrypted information to avoid the stored data in
them being vulnerable to malicious attacks by third parties.

ACCORDING TO THE PROPERTY



Own cookies: are sent to the user’s terminal team from a team or power
managed by the own editor and from where the requested service is
provided by the user.

Third party cookies: are sent to the user’s terminal team from a team or
power which is not managed by the editor, but by another body which
processes data obtained through the cookies.

DEPENDING ON THE STORAGE PERIOD

Session cookies: are a type of cookie designed to collect and store data as
long as the user accesses a website.

Permanent cookies: are a type of cookies where data continues to be
stored in the terminal and may be accessed and processed for a period of
time defined by the cookie controller, and that can range from a few
minutes to several years.

4. PROCESSING OF PERSONAL DATA

Currently, the entire EDUC Alliance Website infrastructure is hosted and
managed by the University of Pécs, but in the future the Controllers have agreed
to move the entire EDUC Alliance Website infrastructure and administration to
the Universitat Jaume |. Both entities process the data of the data subject and
inform them that these data will be processed in accordance with the provisions
of Regulation (EU) 2016/679, of 27 April 2016 (GDPR). Also:

For as long as the infrastructure is hosted and managed by the University
of Pécs, the storage of session cookies on the personal device itself is
based on based on Act CXIl of 2011 on Informational Self Determination
and the Freedom of Information (hereinafter: Privacy Act), and Act CVIII
of 2001 on certain issues of electronic commerce activities and
information society services.

For as long as the infrastructure is hosted and managed by the University
Jaume |, the storage of session cookies on the personal device itself is
based on Article 22 (2), Spanish Law 34/2002, July 11, on information
society services and electronic commerce (LSSICE).

Both entities process the following information on the processing is provided:



Purposes and Legitimisation of the data processing: as specified in the cookies
section which are used on this website.

Data storage criteria: as specified in the cookies section used on the website.

Data communication: data will not be disclosed to third parties, except in
cookies owned by third parties or under legal obligation.

Rights of the Data Subject:

e Right to withdraw consent at any time.

e Right of access, rectification and erasure of data and the limitation or
objection to their processing.

e Right to file a claim with to the national Supervisory Authority if you
consider that the processing does not comply with current legislation.

Contact information to exercise their rights:

For as long as the processing of personal data is hosted and managed by
University of Pécs. These are the contact details of the DPO:

e E-mail Address: adatvedelem@pte.hu
e Physical Address: Vasvari P. u. 4. 7622 Pécs - Hungary

For as long as the processing of personal data is hosted and managed by
University of Jaume |. These are the contact details of the DPO:

e E-mail Address: dpd@uiji.es
e Physical Address: Edifici Rectorat i Serveis Centrals. Campus de Riu Sec.E
Castelld de la Plana (Castelld) - Spain

5. COOKIES USED ON THIS WEBSITE

Cookie Name Purpose Temporality




Request a new access token (x-
educ-refresh-token 60 days
auth token)

Request a new access token (x- )
x-auth-token 15 minutes
auth token)

) It lives until
CSRF token to protect against _
XSRF-TOKEN the browsing
attacks
process
User identification for Openup
JPTESESSION 1 week

modules

6. COOKIES MANAGEMENT

From this panel the user will be able to configure the cookies that the website
can install in their browser, except for the technical or functional cookies that
are necessary for browsing and using the different options or services that are
offered.

Cookie Panel

You can also manage the use of cookies from your web browser

Cookies that are already on a device can be deleted
by clearing the browser history, thus deleting the
cookies from all websites visited.

However, some of the saved information (e.g. login
data or website preferences) may also be lost.

Delete cookies from
your device

For more precise control of specific cookies site, users
can adjust their privacy settings and cookies in their
browser.

Manage site specific
cookies



While most modern browsers can be configured to
prevent cookies from being installed on a device, this
may require the manual adjustment of certain
preferences each time a site or page is visited. In
addition, some services and features may not work
properly (for example, profile logins).

Blocking cookies

And you can visit the instruction page of each of the web browsers to learn how
to manage cookies:

Chrome | https://support.google.com/chrome/answer/95647?hl=en

https://support.microsoft.com/en-us/microsoft-edge/delete-
Edge cookies-in-microsoft-edge-63947406-40ac-c3b8-57h9-
2a946a29ae09

https://support.microsoft.com/en-us/topic/how-to-delete-
Explorer cookie-files-in-internet-explorer-bca9446f-d873-78de-77ba-

d42645fa52fc
- https://support.mozilla.org/en-US/kb/clear-cookies-and-site-
Firefox :
data-firefox
Safari https://support.apple.com/guide/safari/manage-cookies-

sfril1471/mac




